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Crusher 

Addressing Concerns about Cloud Services 

By Karl W. Palachuk 

 

 

Q. Are my files really, really always available? 

A. Generally speaking, your files will be more available than with an on-site server. First, you 
can access the cloud service from any secure device, including a home computer, tablet, or 
even your smart phone. Second, there is essentially zero downtime due to maintenance. We 
need to verify that all the security is in place, but that’s true with your current setup as well. 

 

Q. Every time I’ve tried a cloud service, it was really slow. 

A. I’m not sure what you’ve tried. We have devised a system based on bundling a set of 
independent services that provide excellent performance and speed. It’s also flexible, so if a 
better solution emerges, we can transfer to that. As a rule, speed problems with cloud services 
are caused by one of two things: A slow system at the other end (e.g., an under-powered 
server) or a slow connection on your end. The best thing about cloud services is that we can 
always improve performance without spending money on more hardware that will be antiquated 
in a few years. 

 

Q. How am I protected from a malicious employee? 

A. As with any other technology solution, our cloud bundle includes a secure backup. So if files 
are deleted or even encrypted, we can restore from backup with very little downtime. We also 
have the ability to change access to the cloud services and shut out the employee very quickly. 

 

Q. How do I know that the data are encrypted and secure? 

A. We have selected well-known, reliable, first-rate services for our cloud bundle. These are 
companies you can depend on. We can also provide you with links to their public statements 
about how data are moved, stored, secured, and backed up. In reality, your data is more secure 
on our cloud platform than on a server in your office. You might spend $10,000-$20,000 
securing your systems. Our cloud service providers spend billions of dollars on security.  
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Q. How exactly do you “migrate” to the cloud? 

A. Our process is pretty straight forward. First, we backup your data (of course). Then we make 
a copy in the relevant cloud service (email, data storage, etc.). When everything is 
synchronized, we switch you over the live cloud services. There are various ways to accomplish 
this, but our goal is also to minimize downtime – and that’s easy to do with cloud services. 

 

Q. I don’t think the cloud is mature enough. 

A. Cloud services are very mature. In fact, I’d argue that the cloud proved itself mature in 
October of 2012 when Super Storm Sandy hit the U.S. Northeast. Some areas, including parts 
of New York City, were without electricity for two weeks. Businesses that relied on cloud 
services stayed up and running without a hitch. Those with servers onsite were either down for 
weeks or had to move to a new location. Many companies moved to another state in order to 
obtain space, internet connectivity, and electricity. Millions of companies rely on cloud services 
every day. 

 

Q. I don’t understand “virtual” vs. cloud. 

A. Virtual systems can exist on a server in your office. For example, you can create a “virtual 
machine” that runs on your desktop, laptop, or server. Within that virtual machine you might 
have a virtual desktop computer or a virtual server. It is very common to have one physical 
server running two or three virtual servers. 

Cloud based servers exist outside your office, in large data centers. They consist of virtual 
servers running inside physical servers. But they’re maintained as part of a large collection of 
virtual machines inside a computing center with massive bandwidth, extreme security, and very 
reliable power systems backed up by generators.  

Cloud services are yet another layer removed from what you do in your office. Cloud services 
exist on very powerful computer systems that distribute the computing power across several 
machines – and you buy only exactly what you need. For example, your cloud-based email is 
inside a cluster of enterprise-level Exchange Servers. Again, they are extremely reliable, 
powerful, and secure.  

 

Q. I hear about outages all the time. What do we do? 

A. Actually, outages have become shorter and less frequent. They do happen, and they do 
disrupt business. But that’s true whether your systems are in the cloud or not. The big outages 
that make the news generally involve the Internet backbone services such as domain name 
service or connectivity problems with a Tier One Internet provider. Those things disrupt 
everyone’s business. 

There was a time when people didn’t want to rely on electricity for their business because it 
might go down. Then there was a time when people didn’t want to rely on the Internet for 
business because it might go down. And, yes, electricity does go down. And the Internet does 
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go down. But those occurrences are rare and short-lived. You should not base your business 
decisions on the exceptions to the rule. The Internet – and cloud services – are very reliable and 
becoming more reliable all the time. 

 

Q. I think I can buy this a lot cheaper myself. 

A. You might be able to buy some pieces cheaper by yourself. But the bundle we’ve put 
together is designed to work together to provide optimal service. You have always been able to 
build servers, buy firewalls, and configure everything yourself. That’s not the business you’re in. 
We have handled your technology because it is the business we’re in. We have training and 
certifications to make sure everything is set up correctly and maintained properly. The bundle – 
including our services – saves you money in the long-run and makes your company more 
productive. 

 

Q. If someone breaks the encryption, what can we do? 

A. Given modern encryption systems, it is virtually impossible for the encryption to be broken. 
When you hear about break-ins to secure systems, it is never the case that someone broke 
through the encryption. It is always the case that they broke through a password. We can 
implement and enforce very strong password policies. We can also add layers called multi-
factor authentication so that access requires a password and something else (e.g., finger scan 
or one-time-use codes). 

 

Q. If you go away, can someone else manage our cloud services? 

A. Yes. All of our services are well-known, big companies that have lots of users and resellers. If 
something happens to us, or you decide to move to another I.T. Service Provider, you will be 
able to find other professionals who can managed your cloud services. Please note that we 
document your entire configuration. It is extremely important that you keep a copy of this. All 
services are set up using your administrator@company.com account. So you can request 
changes, new passwords, etc. and manage everything from your existing administrator email 
account. 

 

Q. Is it possible to move to a different cloud provider? What’s involved? 

A. Yes. Migrating to a new cloud provider is very similar to migrating from in-house to hosted 
services. We make a copy in the relevant cloud service (email, data storage, etc.). When 
everything is synchronized, we switch you over to the new cloud services. There are various 
ways to accomplish this, but our goal is also to minimize downtime – and that’s easy to do with 
cloud services. 
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Q. Is it safe to put financial and personnel data is the cloud? 

A. Yes – as long as you secure it properly. We recommend a separate storage space for 
sensitive data such as financial or personnel data. As a rule, only those who really need access 
to this information should be granted access. Password policies must be strictly enforced, since 
that’s the weakest link. All data moves in an encrypted state, rests in an encrypted state, and is 
backed up in an encrypted state. 

 

Q. Is my data safe? 

A. Yes. Of course. We believe your data is safer in our cloud services than it is on a server in 
your office. In the cloud, everything is encrypted, backed up, and held behind world-class 
security systems in world-class data centers. In addition to encryption, firewalls, and digital 
security, the data centers have physical security. Servers are literally in locked cages behind 
doors with high-tech access systems, inside a secure building with guards at the doors. 

 

Q. Is my data stored on the same server as other peoples’ data? 

A. In most cases, yes it is. But your data is completely segregated from other companies’ data. 
You can’t access each others’ data. In fact, there are no systems for moving from one place in a 
data store to another data store. Access is only from outside the system to a specific data store. 
Can hacking geniuses get in? Maybe. I’m not sure how, but I’m not going to say it’s impossible. I 
will say, it’s a lot easier to break into a machine at your office. 

 

Q. Is this like Google Apps? Is that just as good as Office? 

A. The office products we include in the bundle are the latest version of Microsoft Office. Instead 
of buying a CD, you are basically buying a license to use these products every month. The 
version we provide is installed on your machine (It’s not a cloud version that can go down.). So 
your Office suite works whether you’re connected to the Internet or not. In our opinion, Microsoft 
Office is far superior to Google Apps. Those apps work and they provide basic functionality. If 
you want to be truly productive, you will get better performance from Microsoft Office – which is 
included in our offering at no additional charge. 

 

Q. It doesn’t make sense to pay money even when nothing goes wrong. 

A. I guess this goes to the fundamental question of whether or not you believe in preventive 
maintenance. If you get regular safety checks, oil changes, tire rotation, and tune-ups, your car 
can go years without anything going wrong. Is all that effort wasted? No. One could easily argue 
that nothing went wrong, in large part, because you performed the maintenance. 

Similarly, think about anti-virus and anti-malware software. You install these and then you don’t 
get viruses. Was that a waste of money? No. You didn’t get viruses because you paid for the 
protection. Our bundle includes maintenance to make sure that everything is working the way 
it’s supposed to. That has value . . . and that’s why nothing goes wrong. 
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Q. It’s too expensive. 

A. No. It’s not. For less than $300, you get all the core technology your company needs for up to 
five users. You can tear up separate bills for servers, anti-virus, email security, backups, 
Microsoft Office, and more. Just one server with software, operating system, and maintenance 
will cost more than that over three years. Oh, plus the cost of electricity. And, best of all, these 
cloud services will be more reliable and more secure than any on-site server. 

 

Q. Our in-house I.T. guy says we’ll lose control of the data. 

A. I’m not sure what that’s based on. You will have ultimate control of the data. In fact, to the 
people who maintain the systems where your data are stored, your company name doesn’t 
appear. Inside the cloud systems, your company information is totally anonymized. It’s only 
inside the encrypted storage that information is visible. As long as you keep the documentation 
we provide – and keep it secure – you will always be able to access your data. 

All services are set up using your administrator@company.com account. So you can request 
changes, new passwords, etc. and manage everything from your existing administrator email 
account. We have set it all up specifically so you cannot lose access to your data. 

 

Q. Our Line of Business app is very old. 

A. There are two options here. Some super-old services can be placed inside a virtual machine 
and housed at Azure or Amazon Web Services. Some cannot be virtualized for some reason. 
They will need to exist as physical machines on site. Obviously, we recommend that you move 
to an alternative, cloud-based LOB. We understand that may not be possible. 

Please note that our cloud offering works perfectly in combination with physical servers and 
other machines. We like to have a small, “lite” server onsite to provide centralized security. This 
may be on the same machine as the LOB, but we prefer that it be separate. Basically, we want 
to move as much of your business as possible to more secure, more reliable cloud services. But 
everything will work find in conjunction with older systems as well. 

 

Q. Our on-site server works fine. Why change? 

A. All machines age. Older hardware is less secure. Older operating systems are less secure. 
Everything needs to maintained for security and performance. In the changing world of 
technology, things go faster and faster all the time. At some point, around three years of age, 
your server becomes the slowest machine in the office – simply because everything else 
became faster. 

At some point, your server becomes the choke-point for all productivity in your office. We sold 
you a good, reliable, business-class server. So it will “run” for many more years. The lights will 
turn on. The fans will spin. But it will nevertheless become the slowest, least secure machine in 
the office. 

mailto:administrator@company.com
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You don’t have to move to the cloud today. But when that server begins to hurt more than it 
helps, you’ll need to move to something. The next, best move is to cloud services. 

 

Q. The cloud just seems like a watered down version of everything. 

A. I’m not sure what specific experiences you’ve had. Today, with the right cloud offerings, you 
can experience the absolute best options available today. For a low monthly fee, you can 
access the fastest servers in the world. You can use the newest products available. You can 
access the fastest, safest, most reliable storage anywhere. No matter how much you spend on 
equipment in your office, it will be a fraction of what you can have access to for a low monthly 
fee. 

 

Q. The service you recommend has only email support. 

A. Some of these services have email-only support. But that is not de facto a bad thing. We 
have selected our partners carefully. All of them provide excellent and timely support. The 
fastest way for you to report a problem with us is to open a support ticket in our portal. Talking 
to us by phone might make you feel taken care of, but it results in a slower response than 
emailing us (which opens a ticket) or opening a ticket directly. How tickets are originated is a 
separate discussion from how good the service is. 

 

Q. We don’t have enough bandwidth. 

A. This is easy to fix. Internet connections are getting faster and cheaper all the time. We have a 
standard process for evaluating your bandwidth, and all of your network equipment. We would 
be happy to perform this evaluation at no charge. We look at the bandwidth your are buying, 
and then take measurements at very points in your network (Between the router and firewall; 
between the firewall and the switch; between the switch and the desktop; and over the wireless 
access point). Depending on the bandwidth you have and the bandwidth you might move to, we 
can determine which services might work better in the cloud. 

 

Q. We like having a closed “internal” environment. 

A. This is rarely true. If you have an isolated network with no Internet connectivity, then patches 
and updates must be applied manually and with media brought in from the outside. The 
requirement for USB devices or CD-ROMs to be used for moving data means that those 
devices are enabled company-wide . . . and are a huge potential source for viruses. 

IT Professionals: This is a great example of arguing from the exception. Don’t building your 
business model on the exceptions to the rule. Build it on the norms you actually see. 
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Q. We need high security for [DOD, HIPAA, SOX, etc.]. 

A. All of our cloud services are very secure. If you need specific documentation for compliance 
with HIPAA, SOX, FINRA, etc., we can provide that. Remember, all these big cloud providers 
make money because they are ISO 9001:2015 certified and they comply with all the various 
regulatory requirements. Those that provide HIPAA compliant services will sign Business 
Associate Agreements. All of them provide compliance information as needed. 

 

Q. We need to spend too much money to get “cloud ready.” 

A. I’m not sure what you mean by this. For the most part, moving to the cloud means you will 
stop spending money on servers and high-end onsite systems. All you really need to be cloud 
ready is to be willing to move to a more secure environment with better performance and less 
downtime. 

 

Q. What am I investing in? I don’t see the return on investment. 

A. You are investing the reliability and productivity of your company. When you bought your last 
server, you bough a depreciating asset. We would like a server to be a good, reliable tool that 
lasts about three years. The IRS requires that you depreciate it over five years. So whether it’s 
three or five, or something in between, that “investment” becomes worthless in a few years. 

But that wasn’t really the investment, was it? You invest in the server because it gave you 
centralized storage, centralized security, and delivered some business-centric services. Now, 
we’re providing all those functions and more with cloud services. Instead of a capital 
expenditure that depreciates, you’ll pay a monthly service fee that is an operating expense of 
your company. In exchange, you get access to the latest, fastest, safest computer technology 
available anywhere. 

 

Q. What do we do in a disaster such as a fire? 

A. Right now, if your office has a fire, you are basically out of business until we can get a new 
server – even a temporary one – and load your data and programs onto it. If you leave your 
backups at the office, you may simply be out of business. 

With cloud services, a fire would simply mean that you need to go get a laptop from the office 
supply store and you can access all of your data and services in the cloud. They will be 
untouched by fires, floods, electrical outages, etc.  

 

Q. What happens if a judge impounds a “cloud” server that has my data? 

A. Judges don’t generally understand technology. As cloud services have evolved, however, 
attorneys have hired professionals who do understand what goes on with cloud services. And 
unlike the stories you see on the news where prosecutors raid and office and take out all the 
computers, that doesn’t happen with cloud services.  
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Judges can seize cloud “assets” – but it is done by taking over accounts, copying the data, 
changing passwords, and keeping people out. On rare occasions, prosecutors have worked with 
cloud providers to actually seize physical machines. In such cases, client data not involved in 
the legal action is simply hosted on a different server and keeps operating. 

This is another objection that is so rare that you really shouldn’t delay moving into the future 
based on an exception to the rule. 

 

Q. What happens when the Internet goes down? 

A. See the discussion above about outages (They’re rare and becoming more rare all the time). 
As for what actually happens when your Internet access is down. First, your email and data are 
100% safe. If you have a secondary Internet connection, that can get you back in touch with 
your data immediately. Email will flow into your company, and even into your phone. You can 
send out from your phone, and from any machine connected to a temporary hotspot. 

Basically, with cloud services, you company is never “down” when the Internet is down. You just 
can’t access it as easily. That’s why we recommend a second Internet connection from a 
different provider. We can even set up your firewall to fail over to a cell service mi-fi device. The 
temporary service will probably be slower in order to keep costs down. But even slower 
networks are surprisingly good when all the really power is needed in the cloud. 

 

Q. What if the data become corrupted? 

A. I’ve never seen this in eleven years, but it’s theoretically possible. We would restore from 
backup, which is why we maintain nightly backups of all data on a separate system. It is 
extremely important that you have these backups and that we provide monthly data restores 
from backup to verify that the backup is working. 

 

Q. Why do we need this? We’re really happy with what we have! 

A. Good! We’re glad you’re happy. But nothing lasts forever. People were happy when they had 
no servers, no network, no switches, and no firewalls. But they got happier when all those things 
were added. At first, you may not realize all the benefits of a new technology. But eventually the 
benefits become clear. Just as with the move to the Internet many years ago, your move to the 
cloud is unavoidable. You can delay. You can put it off. But eventually you’ll make the move. 
And then you’ll look back and wonder how you ever got along without it. 

 

Q. Why pay monthly fees for service when I can buy the software outright? 

A. First, there’s cash flow. The last time you bought Microsoft Office Pro Plus, you probably paid 
about $500. Five of those is $2,500. We’ve rolled that into our bundle at a fraction of the cost. 
Second, every time you buy software, you get a slightly different version. You might be running 
three different version of Office. Standardizing everyone on the latest version will make your 
office more productive.  
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Third, there is the inevitable march of progress. Eventually, your new machines won’t take your 
old software, or you might lose some features. Eventually, you’re forced to upgrade. And a 
subscription may be your only option. Fourth, old software is insecure software. Software 
patches and fixes and only patch so much. Eventually, there are security holes that cannot be 
fixed. That means that old software will be vulnerable no matter how secure the rest of your 
network is. With our cloud bundle, you are always running the latest, safest version of the 
software. 

 

Q. With encryption and de-duplication, how do I know my data won’t be lost? 

A. I’ve never seen this in eleven years, but it’s theoretically possible. We would restore from 
backup, which is why we maintain nightly backups of all data on a separate system. It is 
extremely important that you have these backups and that we provide monthly data restores 
from backup to verify that the backup is working. So if files are deleted or even encrypted, we 
can restore from backup with very little downtime. 

 

Q. You’ve always been our IT Pro. Are you competent in the cloud? 

A. Yes – In fact we use these exact services inside our own company. I would not ask you to 
buy something I didn’t believe in. We believe in cloud services so much, this is what we’re using 
for our data storage, email, anti-virus, spam filtering, etc. We have gone through the training 
materials with all of these service providers and implemented these services both internally and 
with other clients. 

 

 


